
CISA Adds New Vulnerability to Known Exploited
Vulnerabilities Catalog

CISA has added a new vulnerability to its Known Exploited Vulnerabilities Catalog, highlighting

the need for organizations to prioritize remediation efforts for high-risk vulnerabilities.

CISA's new entry focuses on a vulnerability in Cisco Catalyst SD-WAN Manager.

The vulnerability is actively exploited and poses significant risks.

Organizations are encouraged to adopt risk-based vulnerability management.

Rapid remediation of high-risk vulnerabilities is essential.

CISA will continue to update the catalog with new vulnerabilities.



Overview

CISA has recently added a new vulnerability to its Known Exploited Vulnerabilities (KEV) Catalog. This addition

highlights the ongoing threat posed by vulnerabilities that are actively exploited by malicious actors.

The newly identified vulnerability affects the Cisco Catalyst SD-WAN Manager and is categorized as a

significant risk. Organizations are advised to take this update seriously and consider the implications for their

cybersecurity posture.

Recommendations

While the Binding Operational Directive (BOD) 26-04 specifically applies to Federal Civilian Executive Branch

agencies, CISA encourages all organizations to adopt similar practices. Prioritizing the remediation of

vulnerabilities listed in the KEV Catalog is crucial for maintaining security.

Organizations should regularly review their systems for vulnerabilities and ensure that they are applying

patches promptly. CISA's catalog serves as a valuable resource for identifying critical vulnerabilities that

require immediate attention.

Next Steps

Organizations in Saudi Arabia should consider the following actions to address this new vulnerability and

enhance their overall cybersecurity strategy:

Conduct a risk assessment to identify systems affected by the new vulnerability.

Prioritize remediation efforts for vulnerabilities listed in the KEV Catalog.

Implement a regular patch management process to ensure timely updates.

Monitor CISA's KEV Catalog for future updates and new vulnerabilities.

Train staff on recognizing and responding to potential exploitation attempts.

What to do now

Conduct a risk assessment to identify systems affected by the new vulnerability.1.

Prioritize remediation efforts for vulnerabilities listed in the KEV Catalog.2.

Implement a regular patch management process to ensure timely updates.3.

Monitor CISA's KEV Catalog for future updates and new vulnerabilities.4.

Train staff on recognizing and responding to potential exploitation attempts.5.


