CISA Adds Four New Vulnerabilities to KEV Catalog

CISA has included four new vulnerabilities in its Known Exploited Vulnerabilities Catalog,

highlighting the need for organizations to prioritize their remediation efforts.

CISA's KEV Catalog now includes four newly identified vulnerabilities.

These vulnerabilities are actively exploited and pose significant risks.

e Organizations are encouraged to prioritize remediation based on risk.

Binding Operational Directive 26-04 emphasizes rapid remediation for high-risk vulnerabilities.

CISA will continue to update the catalog with new vulnerabilities.

CISA has recently added four vulnerabilities to its Known Exploited Vulnerabilities (KEV) Catalog, indicating
active exploitation by malicious actors. These vulnerabilities include issues in Palo Alto Networks PAN-QOS,

Cisco Secure Email Gateway, and AhsayCBS.



Organizations are advised to take these vulnerabilities seriously, as they represent common attack vectors
that can lead to significant security breaches. The Binding Operational Directive 26-04 highlights the
importance of prioritizing security updates based on risk, especially for vulnerabilities that could allow total

control over affected systems.

While the directive specifically applies to Federal Civilian Executive Branch agencies, CISA encourages all
organizations to adopt a risk-based approach to vulnerability management. This includes promptly addressing
vulnerabilities listed in the KEV Catalog, particularly those that pose high risks to publicly exposed assets.
Organizations should also assess whether any systems were compromised prior to applying patches to ensure

comprehensive security measures are in place.

What to do now

1. Review the newly added vulnerabilities in the CISA KEV Catalog.
2. Prioritize remediation efforts for high-risk vulnerabilities.

3. Assess your organization's exposure to these vulnerabilities.

4. Implement security patches promptly to mitigate risks.

5. Monitor systems for any signs of compromise before patching.



