
Advisory on Viidure Dashcam Android Application
Vulnerabilities

Recent vulnerabilities in the Viidure Dashcam Android Application could allow unauthorized

access to sensitive user data. Institutions using this application should assess their exposure and

take necessary actions.

Vulnerabilities allow attackers to access and modify sensitive user data.

Affected versions include Viidure Dashcam Android Application up to 3.3.1.260403.

Misconfigured cloud storage exposes critical user records and live footage.

Immediate action is recommended to mitigate potential risks.



Overview

The Viidure Dashcam Android Application has been identified with critical vulnerabilities that could lead to

unauthorized access to sensitive user data and critical system files. These vulnerabilities affect versions of the

application up to 3.3.1.260403.

Vulnerability Details

One significant issue is the misconfiguration of the cloud storage backend, which has public-read permissions.

This allows unrestricted access to sensitive user records, live dashcam footage, and application packages. Such

exposure poses a serious risk to the integrity and confidentiality of user data.

Institutions utilizing the Viidure Dashcam Android Application should take immediate steps to assess their

current usage and exposure to these vulnerabilities. It is crucial to ensure that sensitive data is adequately

protected and that any potential risks are mitigated.

What to do now

Assess the current version of the Viidure Dashcam Android Application in use.1.

Review and restrict access permissions for cloud storage associated with the application.2.

Implement additional security measures to protect sensitive user data.3.

Monitor for any unauthorized access attempts to the application.4.

Stay updated on any patches or updates released by the vendor.5.


